with IT Act 2000 and Aadhaar Act 2016. The highlighting features are

No. 1/2017/8eMT/DGRI L\ A6 - A
Government of Punjab :
Directorate of Governance Reforms “(?
SCO0-162-164, Sector-34A, Chandigarh

Dated: ’)}\;0\)\\ 13

/ \lﬂ Additional Chief Secretaries/Financial Commlssioners/Principal
ecretaries and Administrative Secretaries of all departments

Il.  All Deputy Commissioners of the State.

(\\
g W_ bject Data sharing-compliance of the IT Act 2000 and Aadhaar Act 2016
SO
i ”3‘; _ | will like to draw your kind attention to office memorandum Letter no. 'OM No.
l‘ 10 (36)/2015-EG-Il (Vol-V) dated 25.03.2017 from e-Governance Group, MeitY, Gol

LI E regarding the policy of data sharing vis-a-vis the provisions of IT Act 2000 and Aadhar
r £
£

2 E Act, 2016 (copy enclosed). The letter explains the duty of the State Government to comply

State Should ensure that the personal identity or information of residents
including Aadhaar Number and Demographic information should not be
published, shared either online or offline mode.
Publishing or sharing identity_in_fg‘mation i.e. Aadhaar_number alongwith
demographicmation such as namewm addressfc:i in c_le_gr

contravention of prowsmns of the / Aadhaar Act 2016.

Publishing of financial information including Bank Account details is in

e (e =

—

contravention of provisions under Information Technology Act 2000 and Rules
R ey Pl

e

framed thereunder & violators are liable to pay damages by way of
compensation to affected persons.
Publishing of identity information i.e. Aadhaar number along with demographic

information is in clear contravention of th:e provisions of the Aadhaar Act 2016

L



and contributes an offence punishable with imprisonment upto 3 years. further
publishing of financial information including bank details being s?nsitive
personal data is also in contravention of provisions under|IT Act 20:00 with
variations liable to pay damages by way of compensation to person affected.

In this regard, may, | request your kind self to issue necessary directions

to all the concerned in your department/offices and offices in the fi?ld:-
i. To adhere with the guidelines about Data sharing as laid down in the IT Act
2000 and Aadhaar Act 2016. |
i. To secure and safeguarde the data available in print or in the form of soft
copies and no data should be shared in any from directly orindirectly \{vith any

individual or agency without express permission of the Office of RGI or UIDA.
|

~

(Dr. Abhjhav Trikha, IAS)
Special Secretary

Endst. No:-01/2017/SeMT/DGR/ D2\ 4 Q Dated;- 23 oU |7t
|

A copy of above is forwarded to:-

i. PS/CS for the kind information of Chief Secretary, Punjab

0
-~

Special Secretary




No. H(36)/2015-1G-11 (Vol;
Government of India

Miuistry of Electronies & Information
e-Governance Group

2

Lije s

Technoly

Oflfice Memorandum

Subject: Dada Sharving - Compliance of the I'I' Act, 2000 and Aadhaar

It has come to notice that there have been instances whergin perso

ol residents. including Aadhaar number and demographic information. a
data such as bunk account details ete, collected by various MinistriesDepa
Departments, in the administration of its various wellare schemes ete. hus
online and is accessible through an easy online search.

Ihe said act of publishing identity imformation i.e. Aadhaar numb
information such ay name, dute of birth, address wic. is in clear contraventi
Aadhaar (Targeted Delivery of Financial and Other Subsidies, Benelits and
specifically Section 29 (2), Section 29 (3) and 29 (I) and conslituwes an off
&A1 punishable with | imprisonment upto 3 years.

Further. publishing of financial information including bank accol
personal dara, is wlso in contravention of provisions under the Information
the Rules framed thereunder, more specificully Rule 3 & Rule 6 of (h
(Reasonable Security Practices and Procedures and Sensitive Personal d

LY
Llecuronies Niketan.
0. G Gomplex.
| |.odhi Road
Newy De;]hi [ 10003
Dared:[25.03.2017
Aet, 2016

wal identity o [nforiglion
d other sensifive personal
‘trnents. State! Gigvernment

been reportedly published

er along with demiographic .
on ol the prayisions of the
Services) Act, 2016, more
knce under Sceiions 37, 40

mt details, being sensitive
Feelmalogy Act, 2000 und
b Information: 1echuology

bt ar Intmnmlmn) Rules.

2011 and constitutes an offence under Section A3 A ofthe nformation Tedhmology Act. 200() and the
offending purties are liable to pay damages by way ol compensation to persons affected.

In view of the above, it s hereby informed that any uct aof muib
itormation i.e. Aadhaar number and demographjc details alongwith pers
sueh as hank details, in contravention ol the Aadhaar Act, 2016 and the In

2000 may be refrained with immediate effect, Further any such conlent
appeuring publicly may be discontinued with immediate eflect,

|
I All Seeretaries, Government of India
20 Chiel Secretaries of all States UTs
i, 11 Seeretaries of al) States/UT's
ER

Web Information Munager of websites (N1C)

ishing personal idemity or
anal sensitive information
ormation Technology Act,
already published and «ill

Cj&'u“-—i‘i,f
Archana Durgja
FSetentist 1

Phoue: 01 1-243623528
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